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Some may recall Akira, a famous Japanese manga and subsequent anime filmed in 1988 but set in a dystopian 2019. The plot
of the film involves an individual who acquires telekinetic abilities after a motorcycle accident. Those abilities later threaten a
military complex and spur a rebellion in a futuristic city of Neo Tokyo. At the time it was considered one of the best films made
and garnered a massive following. Akira is back, not as a brilliant film but this time as an ominous ransomware attack.

The name Akira is no accident. Thinking about the eighties and technology of the time, green screen consoles were a thing.
Now in 2023, the ransomware authors wish to mimic that fictionally created havoc and eighties retro-aesthetic, by physically
creating havoc worldwide with ransomware. Akira ransomware has penetrated industries like finance, real estate, and
manufacturing to name a few.
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The Akira ransomware will encrypt victims’ files with an “.akira” extension and demand ransom for decryption. The malicious
software can also delete Windows Shadow Volume (backup) copies from devices by running a command to prevent data
recovery. The attackers can also disable antivirus software and other security tools on some devices, leaving desktops and/or
networks open and extremely vulnerable.

According to experts with the Sophos Incident Response team -- in two identified incidents attackers used sophisticated
methods to gain access to victims’ networks. The attackers would first exploit a user account that was configured to bypass
multi-factor authentication and access the account through an anonymized TOR VPN exit node. Next, the attacker used VPN to
access the vulnerable local account with only single-factor authentication. Once inside, tools are used to escalate privileges,
move laterally within the network, and exfiltrate data and deploy the Akira ransomware payload.

The significance of these type of attacks to Indian Country centers around the need for extra vigilance in assuring network
infrastructures are being properly monitored and maintained. Some common practices for protection against Akira
ransomware and similar threats include:

e Enabling MFA for all remote access (CFR 543.20(h)) accounts and audit any bypass exceptions

e Use of endpoint detection and response (EDR) solutions that can detect and block ransomware in real time

e Educating users about spotting and avoiding phishing emails and malicious attachments

e Keeping systems and applications updated with latest security patches

See Sophos article for additional context:
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