Kiteworks User Guide

What is Kiteworks?

Kiteworks is a secure file transfer tool that enables you to send and
receive encrypted information to and from NIGC personnel via a secure
electronic file sharing platform. The functionalities covered in this guide
are:

e Setting up a Kiteworks Account:
o How to register for an account so that you can send and receive
information securely to/from the NIGC

System Access:
o How to sign in and access the system

Two Factor Authentication
o Two-factor authentication is a second method for verification
of user identity.

e Receiving Files:
o How to receive files from NIGC personnel

e Sending a File(s):
o How to send files to NIGC personnel
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Setting up a Kiteworks Account

To register for a Kiteworks account, an NIGC employee must first send
you an invitational email from their Kiteworks account. This email may
either be a regular email message or it can be a file share notification
email. In either case, the email you receive will contain a link prompting
you to access content stored on Kiteworks as shown below.

The regular email message will look something like this:

person@nigc.gov sent you a secure message

Access message

securea oy Kiteweorks

This message requires that you sign in to access the message and any file attachments.

[ Back to Top ]
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The file share notification email message will look similar to this:

;-._ - \"';. o= ¥

person@nigc.gov gave you secure access to the
"folder with content” folder

Access folder

conen oy ibeworks

This message requires that you sign in to access the folder and any files in it

Please Note: Upon receiving your first email message from Kiteworks and
following the link, you will need to register for a new account using your
email address as your username along with a password that you create.

In either case, after clicking the blue Access folder button, you will be
able to enter your email as your username as shown below:
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M Joining Kiteworks - tgotgo1234 X €5 NIGC Secure File Transfer x g
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Username or email

Next

Login via the external SSO provider

Getting Started? Contact Us

secured by Kiteweorks

THIS IS A NOTICE OF MONITORING OF THE DEPARTMENT OF THE INTERIOR (DOI)
INFORMATION SYSTEMS This computer system, including all related equipment,
networks, and network devices (including Intemet access), is provided by the
Department of the Interior (DOI) in accordance with the agency policy for official
use only. All agency computer systems may be monitored for all lawful purposes,
including but not limited to, ensuring that use is authorized, for management of the
system, to facilitate protection against unauthorized access, and to verify security
procedures, survivability and operational security. Any information on this computer
system may be examined, recorded, copied and used for authorized purposes at any
time. All information, including personal information, placed or sent over this system
may be monitored, and users of this system are reminded that such monitoring does
oceur. Therefore, there should be no expectation of privacy with respect to use of
this system. By logging into this agency computer system, you acknowledge and
consent to the monitoring of this system. Evidence of your use, authorized or
unauthorized, collected during monitoring may be used for civil, criminal,
administrative, or other adverse action. Unauthorized or illegal use may subject you
o prosecution.

Next, you will create and confirm a new password using the criteria
noted.

i email from Kiteworks - tgotgo’ X €5 NIGC Secure File Transfer

& C o Q86 http:

Create account
Already a kiteworks r7 Sign in
Email

tgotgo1234@gmail.com

Password

Confirm password

O 1 number
1 lowercase character
1 uppercase character
O 1 special character

O 13 characters minimum

Create account
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http://www.accellion.com/kiteworks/?c=5

Kiteworks User Guide

Then, you will receive a confirmation email. In this email, click on
Activate Account.

Welcome to "NIGC Secure File Transfer"

Your account has been created.

To start using the system, please activate your account.

Activate account

securea oy Kiteworks

If you do not wish to create an account or have received this message in error, please disregard this message.
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Signing In

On this sign-in page, you can enter your new username and password.

M Joining Kiteworks - tgotgo1234 X | €5 NIGC Secure File Transfer x| + — X

C @ 08 https://sft.nigc.gov/login?LoginRedir=%2Fw%2F PKEMULeJF 1ZoWvwaRARwpQf2vdZOZxQTUIjCmgpj3GEZ3 B&w=PKEMULeIF 1ZoWvwaRARwpQf2vdz B 110%  ¥% ©

Username or email

Login via the external SSO provider

Getting Started? Contact Us

secured by Kitewerks

THIS IS A NOTICE OF MONITORING OF THE DEPARTMENT OF THE INTERIOR (DOI)
INFORMATION SYSTEMS This computer system, including all related equipment,
networks, and network devices (including Internet access), is provided by the
Department of the Interior (DOI) ir with the agency policy for offi
use only. All agency computer systems may be ored for all lawful purposes,
including but not limited to, ensuring that usi a ement of the
system, to litate protection ag 2 s, and to verify security
procedures, survivability and operational security. Any information on this computer
system may be examined, recorded, copied and used for authorized purposes at any
time. All information, including personal information, placed or sent over this system
may be monitored, and users of this system are reminded that such monitoring does
occur. Therefore, there should be no expectation of privacy with respect to use of
this system. By logging into C e m, you acknowledge and
consent to the monitoring of this ence of your use, authol
unauthorized, collected during monitoring may be used for civil, crimi
administr or other adverse action. Unauthorized or ill | use may subject you
o prosecution.

[ Back to Top ]
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Two-Factor Authentication

To sign in, Kiteworks will email you a 7-digit email token to enter at the
authentication prompt. Enter this token in the space as shown below.

Two factor authentication

A message with a passcode was sent to your email.

Email random 7 digit

EmailToken

[ Remember this device

Didn't get the passcode? Resend

Next, read and accept the terms of service.
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™ Your "NIGC Secure File Transfer X G NIGC Secure File Transfer X + - x
“ C @ O 8 & https://sft.nigc.gov/tos?LoginRedir=%2Fw%2FHBOwk564d0e 3p)GxVxXcFmM6E6KID4E8pqwjueal qCil Hb&w=HBOwk564d0e3p) GxVxXcFmM66KI DA 0%  U% ® =

Terms of service

*** WARNING *** UNAUTHORIZED USERS ARE
PROHIBITED This is an official computer system and this
system is the property of the Federal Government. It is for
authorized users only. Users (authorized or unauthorized)
have no explicit or implicit expectation of privacy. Any or
all uses of this system may be subject to one or more of
the following actions: interception, monitoring, recording,
auditing, inspection and disclosing to security personnel
and law enforcement personnel, as well as authorized
officials of other agencies, both domestic and foreign. By
using this system, the user consents to these actions.
Unauthorized or improper use of this system may result in
administrative disciplinary action and civil and criminal
penalties. By accessing this system you indicate your
awareness and consent to these terms and conditions of
use. If you do not agree to the conditions stated in this
notice, discontinue access immediately.

1 have read and accept the terms of service

After accepting the terms, you will then be able to sign in, access content,
and move among the emails folders and shared document folders within
your user console.

DFikce B Logim |Miooaoh OFF. 2 | G (Do [Pl i Pl Tanae x| o4 —_ [1] ES

stnxges r g L] a i T : 4 o

MIGE Secwre File Tranafer <it... Welcome to "NIGE Secure File Transfer™ - Soor socous,,, oct 12 Y

Example: User Console

[ Back to Top ]

NATIONAL INDIAN GAMING COMMISSION

R




Kiteworks User Guide

Receiving Files

When using Kiteworks, NIGC partners can send you files by attaching the
files to a Kiteworks email or by emailing you a link to a secured Kiteworks
shared folder. In either case, you will receive a notification of this NIGC
Kiteworks communication in your regular email with a link to directly
access the Kiteworks email/shared folder. Examples of these screenshots
notifications are on page 2 above.

Sending Files

There are many different ways for you to send files to your NIGC partner
using Kiteworks. One way is to reply to an email from your NIGC partner
when using Kiteworks and you can attach files to this reply. You can also
compose a new email in Kiteworks to your NIGC partner and attach a
file(s) to this email. (Please note, you will not be able to use Kiteworks to
send emails to non-NIGC persons). Another way to send files is for your
NIGC partner to provide you with a link to a shared folder where you will
be able to upload or drag files into. When uploading, you will notice that
Kiteworks provides you with the options of uploading files or entire
folders.

[ Back to Top ]
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Logging Off

Click the circle in the top right corner of the user interface and select
“Sign out” from the drop down menu

NIGC Kiteworks Location

Although you will often access Kiteworks by clicking on notification links
(as described above), you can also always directly sign into the Kiteworks

and engage your user interface by going to central sign in page at
https://sft.nigc.gov.

For Assistance

Please contact your NIGC partner who can escalate any issues as needed.

[ Back to Top ]
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https://sft.nigc.gov/

