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Today’s Topics

* The History of the Fingerprint Based
Criminal History Searches

What is a Criminal History Report
Information

* Who's Fingerprints can be submitted
through the NIGC

What FBI Notices are required to be
given to gaming license applicants
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Today’s Topics continued

* Policies required by FBI regarding
applicant’s rights

* FBI restrictions on re-use of CHRI

* Updated guidance on Not Licensed

by Tribe notifications to the NIGC
under 25 CFR 558.3(d)
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History of FBIl and Tribal Agreement

* NIGC and FBI entered into a MOU to
process name searches —June 16, 1993.

* NIGC issues Bulletin 1993-2 Procedures
for Submitting Fingerprints —June 22,
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The National Crime Prevention and Privacy
Compact Act passes in 1998:

Establish a uniform, nationwide standard governing
the interstate dissemination of criminal history
records for noncriminal justice purposes;

Ensure the State and Federal agencies receive
criminal records for authorized employment and
licensing purposes: and

Establish technology standards, supporting _
consistency and uniformity, increasing data sharing
and integration.




What is CJl and why is it important

* Criminal Justice Information (CJI) is the term used to refer to
all of the FBI Criminal Justice Information Services (CJIS)
provided data necessary for law enforcement and civil
agencies to perform their missions including, but not limited
to biometric, identity history, biographic, property, and
case/incident history data.

e Part of the CJl information is the CHRI report used for key
employee and primary management official licensing.



‘ What is a CHRI?

Criminal History Record Information
Often referred to as a
“RAP sheet”

CHRI, a subset of CJI, is information collected by criminal justice
agencies on individuals consisting of identifiable descriptions and
notations of arrests, detentions, indictments, informations, or other
formal criminal charges, and any disposition arising therefrom,
Including acquittal, sentencing, correctional supervision, and release.



‘ What else is considered CHRI?

Letters, emails, documents, notes, conversations in person/phone,

and databases (including spreadsheets or tables) that contain:

Information transferred or reproduced directly
from CHRI.

Information that confirms the existence or
nonexistence of CHRI.

Regardless of its form, use, or method of dissemination, CHRI
requires protection throughout its life cycle



=\ Bl Fingerprints

« The FBI authorizes NIGC to disseminate CHRI to
tribal gaming authorities solely for determining a
PMO or KE applicant’s eligibility for a gaming
license.

* The FBI limits the dissemination of CHRI
obtained through NIGC for only those applicants
who will be employees of the gaming operation.

 CHRI must be reviewed before a final licensing
decision is made.




Who gets a background and license:

* Key Employees of the gaming operation

* Primary Management Officials of the
gaming operation
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‘ Applicant's CHRI Rights

PRIOR TO FINGERPRINTING

* Ensure applicant receives the Noncriminal Justice
Applicant’s Privacy Rights Notice.

www.fbi.gov/services/cjis/compact-council/guiding-
principles-noncriminal-justice-applicants-privacy-rights

« Ensure applicant receives the FBI Privacy Act Statement.

www.fbi.gov/services/cjis/compact-council/privacy-act-
statement
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Applicant's CHRI Rights cont.

CHRI POLICY

« TGRA must have a policy through which
applicants may request and receive a copy of
their CHRI.

« Applicants must be given time to correct or
challenge information in the CHRI before the
license eligibility determination is made.
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‘ CHRI Use Restrictions

Do not disseminate any form of CHRI outside of those
directly involved in the licensing process at the Tribe
and NIGC.

* In most instances, CHRI obtained for PMO or KE licensing
purposes cannot be provided to other entities for other
purposes. CHRI cannot be provided to tribal leadership,
other tribal agencies, state agencies, human resources,
external auditors*, etc., for other purposes such as to save

money or to meet tribal state gaming compact requirements.
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‘ Recent Notices from NIGC

* July 1, 2019 — Letter summarizing
Information above.

* July 19, 2019 — Letter requiring Immediate
discontinuation of fingerprinting of TGRA
employees and Commissioners.
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~ Not Licensed by Tribe

 SS—

« 558.3(d) — If the tribe does not license an applicant:
— Notify NIGC no license was issued; and

— Forward the eligibility determination and NOR.

The background, eligibility determination and NOR are complete, but for
any reason the applicant was not licensed, you must notify NIGC.

Can | still send in a NOR indicating not licensed even if we did not reach
the eligibility determination stage? Yes, if you want to.

It will not consider it a missing NOR for 556 & 558 purposes if you do not.
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CJIS Security Policy

» More information on the Compact Councll

— https://www.fbi.gov/services/cjis/compact-
councll

* For a copy of the CJIS Security Policy

— https://www.fbi.gov/services/cjis/cjis-security-
policy-resource-center
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CJIS Security Policy

CJIS Security Policy Resource Cer X +
&« (&) @ fbi.gov/services/gjis/cjis-security-policy-resource-center

SERVICES > CRIMINAL JUSTICE INFORMATION SERVICES (CJIS)

CJIS Security Policy Resource Center

Requirements Companion Document | Security Control Mapping of CJIS Security Policy | 2019 1ISO Symposium Presentations | Use Cases | Cloud Computing Report | Clou
Control Catalog | Mobile Appendix | Submit a Question | Links of Importance

Download CJIS Security Policy {PDF)

DOCUMENT | PAGES Zoom L

Executive Summary >

FAQs

Change Management

Summary of Changes
U. S. Department of Justice
Federal Bureau of Investigation
List of Figures Criminal Justice Information Services Division

Table of Contents

1 Introduction
2 CJIS Security Policy

Approach Criminal Justice Information Services (CJIS)
3 Roles and Security Policy

Responsibilities

4 Criminal Justice Version 5.8

Information and Personally 06/01/2019

Identifiable Information
CIISD-ITS-DOC-08140-5.8

5 Policy and
Implementation
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Security Policy Appendices

@ CJIs Security Policy Resource Ce- X +

< c

MORE =

& fhigov/services/cjis/:

is

3 Roles and
Responsibilities

4 Criminal Justice
Information and Personally
Identifiable Information

5 Policy and
Implementation

Appendices

Appendix A Terms and
Definitions

Appendix B Acronyms

Appendix C Network
Topelogy Diagrams

Appendix D Sample
Information Exchange
Agreements

Appendix E Security
Forums and
Organizational Entities

Appendix F Sample Forms
Appendix G Best practices

Appendix H Security
Addendum

-security-policy-resource-center

# > SERVICES > CRIMINAL JUSTICE INFORMATION SERVICES (CJIS)

privilege to view, modify or make use of Criminal Justice nformation.

Administration of Criminal Justice — The detection, apprehension, detention, pretrial release
post-trial release, prosecution, adjudication, correctional supervision. or rehabilitation of accused
persons o criminal offenders, s0 includes cris 1 i ificati it
storage, and dissemination of criminal history record information: and criminal justice
pl . In addition, of eriminal justice includes “crime prevention programs™
to the extent access Lo criminal history record information is limited to law enforcement agencies
for law enforcement programs (¢.g. record checks of individuals who participate in Neighborhood
Watch or “safe house™ programs) and the result of such checks will not be disseminated oulside
the law enforcement agency.
Agency Controlled Mobile Device — A mobile device that is centrally managed by an agency
for the purpose of securing the device for potential access 10 CJL. The device can be agency issued
or BYOD (personally owned).
Agency Coordinator (AC) — A staff member of the Contracting Government Agency who
manages the agreement between the Contractor and agency.
Agency Issued Mobile Device — A mobile device that is owned by an agency and issued (o an

individual for use. It is centrally managed by the agency for the purpose of securing the device
for potential access to CJI. The device is not BYOD (personally owned)

activi the

Ageney Liaison (AL) — Coordinator of activities between the criminal justice agency and the
noncriminal justice agency when responsibility for a criminal justice system has been delegated
by a criminal justice agency to a noncriminal justice agency, which has in turn entered into an
agreement with a contractor. The agency liaison shall, inter alia. monitor compliance with system
security requirements. In instances in which the noncriminal justice agency’s authority is directly
from the CJIS systems agency, there is no requirement for the appointment of an agency liaison.
Asymmetric Encryption — A type of encryption that uses key pairs for encryption. One key is
used 1o encrypt a message and another key to decrypt the message. Asymmetnic encryplion is also
commonly known as public key encryption.

Authorized User/Personnel — An individual, or group of individuals, who have been
appropriately vetted through a national fingerprint-hased record check and have been granted

| o] Pege | 84 oi2s3 | » |
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‘ CJIS Security Policy — Key Documents

* Appendix G: Best Practices

— Cloud, Mobile Devices, Encryption, BYOD, Setting Access and
Incident Response.

* Appendix J of the Security Policy: Non-Criminal Justice
Agency Supplemental Guidance
— Lists out the main sections of the policy that apply to NCJAs.
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* Agreements

* Dissemination

« Security Awareness
Training

* Incident Response

Microsoft Word
Document

CJIS Security Policy — Key Areas

Auditing and
Accountability

Access Control
Media Protection
Physical Protection
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Security Awareness Training

Level 1. Baseline security awareness training for
all personnel who have unescorted assess to a
physically secure location.

Level 2: Security awareness training for all
authorized personnel with physical access to
Criminal Justice Information (CJI).

Level 3: Security awareness training for all
authorized personnel with both physical and
logical access to CJI.

Level 4: Security awareness training for all
Information Technology personnel (system
administrators, security administrators, and
network administrators, etc.).
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« Criminal Justice Information (CJI) must be encrypted:

— When stored (at rest) outside the boundary of a physically secure
location

* When encryption is used for CJI at rest, it must be it must be FIPS
140-2 certified and use a symmetric cipher of at least 128 bit in
strength or use the AES symmetric cipher at 256 bit strength.

— Immediately when transmitted outside the boundary of a physically
secure location (two exceptions: 5.13.1.2.2 and 5.10.2)

* When encryption is used for CJI in transit, it must be FIPS 140-2
certified and use a symmetric cipher of at least 128 bit.
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Encryption Execptions

CJIS Security Policy Exceptions for Encryption In Transit

— Two exceptions as written in sections 5.13.1.2.2 and 5.10.2 are detailed
as follows:

* Any cellular device used to transmit CJI via voice is exempt from the
encryption and authentication requirements when an officer
determines there is an immediate need for the CJI to further an
Investigation or situations affecting the safety of an officer or the
general public.

« CJl transmitted via a single or multi-function device (fax) over a
standard telephone line is exempt from encryption requirements.
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‘ Outsourcing Agreements

 In order for any third party (including Tribe’s IT) to have
access to CHRI you must have an Outsourcing
Agreement:

— Send letter to CJIS Compliance Officer requesting
approval.

— Execute Contract.
— Inspect in 90 days.
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Letter and Contract

REQUEST LETTER
FOR THE {ame ) TRIBAL GAMING COMRISEION T4 LISE
(Contracenr's Name) A5 A CONTRACTOR
FOR NONCRIMINAL IUSTICE ADMINISTRATIVE FUNCTIONS

Cetober £ 2019

M Chasity & Anderson
Campact Oficer, FBI Medule 6
000 Custer Hollow Road
Clarksbeans, WV 26306

Ihear Mrs. Andersoe:

I {Name) Tribal Gaming Commizsion, the Awhorized Becipiest, nequests permission i use he {Contractor’'s Name)

csar so outsource noucriminal justice sdministrative funesions nelating 10 the processing of eriminal history

(CHRI) m its behalf. This would include [fuzert all fenctions that may apply. Fer exampls,
 dispssitions, makisg determinstions and recommsendasions, offsite storage of crimiusl kistary
rocard iefurmation aad it corren eading fisgerprint submissinns, sec | The (Tribe) Tribal Gaming
"5 N ing essesing o aa ag i which [T s Manse) will act am the

{Tribe) Tribal Gaming Commiszion’s behalf i aceordance wilh the Securisy sd Management Conirol Dutscuscing
Standasd Dutsoureisg Standsad] far Neo-Clianneless. The {Trbe) kol Giamivg Cammission is aulhocized ta perfan
hackgroumd checks parsuant to Titl ted States O el m.l i 1o ared 10 25 _'r"l_nwlfmmmg
K.e-swm', .\...I HIGEAL" Specifically, the Matknal 1zdian G

oificials and key employees of e Trihal ganing entesprizes. “Key om[llny_l,ue m"[uilmr_v mx_up,umé_r.mrwiul"m
defined in Title 23, Cocle of Federal Regulatioss {C.F.R). §§502 14 and 302,19 respeciively.

I (Tribe) Tribal Gaming Commizsise will exceute & contractul agreement with the Cossractar, incorporating by

r ing  bdon-Channelers and the Criminal Justice Infomsation Services (C118) Seowisy

lizy. Execution af the agresment will comimance upos faceiving writsen approval from the E| Compact Officer snd,
wpeees request Bom the FBI Compact Officer. receipt of a copy of the exeouted agreement. The Awthorized Recipient shall
wertify oo the FEI Compaot Officer that an audit wai conducted with the Contractor wichin 90 days of che date che
Contractor first receives CHRI under the approved oussourcing agreement.

M o amy reason the agreement i femuinated by cither the Authorized Reciprent ar the Coatraci
will provide wristen otification 10 the FRI Campact Mficer as soom as pessible. All 5
Becld by the Cantractor will be rebamed ar destruyed, in occordance wish the Outsourcing Standard s the CIS Seeurity
Policy, and emplayees of the Contractor will no longer be allowed access to the CHR reconds of the Authorized
Recipicnts

. the Autharized Recipieat
sairds of the Authorized Recipient

Upei execution af the Cantract, the (Tribe) Tribal Grming Commizzion will tike respeasibilisy for (Comtracter’s
Name) complisnce with the tesis of the Costract, to isclude the Owesourcing Standasd for Noa-Channelers. and will natify
the FHI Comgact Ofices of sy violaticos.

Sincesely,

fimzert name)

imaert cite]

‘imsert address]
‘imsert phone nunsber]
‘imsert email ]

oo fimgerprint_admin@nize gov

CONTRACT BETWEEN
[AUTHORIZED RECIFIENT'S NAME]
AND
[CONTRACTOR'S NAME]
REGARDING OUTSOURCING
NONCRIMINAL JUSTICE ADMINISTRATIVE FUNCTIONS

‘This contract iz entered into between [insert i i 3 nd addresz], the
Awhorized Fecipisant, and [insert Contractor’s name and address], the Contractor, under the terms
of which the Authorized Recipient is outsourcing the performance of noncriminal justice
administrative fonctions involving the handling of criminal history record information (CHET)
purzuant to Title 28, Code of Federal Regulstions, Part 906 and the Security and hManzgement Contral
‘Ousourcing Standard (Cutsourcing Standard)for Mon-Channelers. The most current version of the

ing Standard is incorporated bey reference into thiz contract and appended hersto as
Attachment “A7.

The i i ity to & t ints for nomcriminal fustice purposes
sndnbmmemmuoﬁheﬁngerprmsesrch,whchmx\ contzin CHEL, is Title 23, United States
Coda (U.5.C.), §2701, et seq, also referred to as the “Indian Gaming Regulatory Act (IGRA)". This
autharity requires or authorizes fngamprint-bazed backzround checks of Class IT and ITT primary

afficizls and key emplovess of the Tribal gaming enterprises. “Key emploves™ and
“primary mamagement official” are defined in Title 25, Code of Federal Fegnlations (C.FE.),
§5502.14 and 502.19 respectivaly.

‘The specific noncriminal justice inistrative finction to be Ty the Contractar that
irvolves acoass to CHEI on behslf of the Authorized Fecipient is to [msert specific noncriminal
justice adminiztrative functions to be performed; i e, miving dispositions, fitness
determinations, storing criminal hivtory record check resulfs, etc].

[Mnzert Contractor’s name] will camply with the Outsourcing Standard requirsments, to
inchide the CTI5 Security Policy, and other legal authorities to ensure adequate privacy and security of
personally identifizble information (PIT) and criminal history recard check results ralatad to this
comtract, and will ensure that all such data is retumed to the Anthorized Recipient as soon a5 no longar
needed for the performance of contracmal duties.

{Execute anly after approval is received from FEI Compact Officer)
Awhorized Recipient Rep. Printed Siznatra Date

(Exente only after approval is received from FBI Compact Officer)
Awhorized Owsourcing Contractor Rep, Printed Siznanire Date
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~ 90 Day Audit
gy
« Under Part 2.05 of the Outsourcing Standard, the TGRA shall
conduct an audit of the contractor within 90 days of the date the
contractor first receives the FBI CHRI under the approved

agreement and shall certify to the FBI Compact Officer it was
conducted.

é National Crime Prevention and Privacy Compact
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S Treco

At https://www.fbi.gov/services/cjis/c|is-
security-policy-resource-center:

— Cloud Computing Report
 Recommendations for Implementation

— Cloud Report

* Appendix G of CJIS SP
— See Cloud Computing
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‘ Important Point to Remember

Over the next two years, the NIGC and the FBI will be working to migrate the
NIGC’s policies on the use and dissemination of CHRI from our last/previous
agreement with the FBI established in 1993 to include additional applicable
standards and protocols established under the National Crime Prevention and
Privacy Compact Act of 1998, the National Crime Prevention and Privacy
Compact Council and the CJIS Security Policy.
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Contact Information:
Traininglnfo@nigc.gov
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