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STANDARDS — refers to the
principles behind work and
values associated.
REGULATIONS — refers to the
set of laws and rules that need
to be followed while
performing certain tasks.
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59%

Of employees who
leave voluntarily or
involuntarily say
they take sensitive
data with them.

Source:Deloitte / WSJ

The Why?

90%

Of IT employees
indicate that if they
lost their jobs,
they'd take sensitive
company data with
them.

51%

Of employees
involved in an
insider threat
incident had a
history of violating
IT security policies.

Insider Threats

25%

Of employees have
used email to
exfiltrate sensitive
data from an
organization.
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Controls must include adequate backup, including, but not limited to, the
following: Daily data backup of critical information technology systems

Systems, including application software, must be secured with
passwords or other means for authorizing access

Controls must identify the supervisory agent in the department

or area responsible for ensuring that the department or area is

operating in accordance with established policies and

procedures

Procedures must be implemented for responding to, monitoring, investigating,
resolving, documenting, and reporting security incidents associated with
information technology systems

Controls must be established and procedures implemented
to protect all systems and to ensure that access to the
following is restricted and secured
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IT Agreed Upon Procedures
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2018 AUP Common Finding #1

User Controls — f(5)

Access credentials of terminated

AR
users must be deactivated within an “ S?A-m B@
N o

established time period approved by
the TGRA.
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2018 AUP Common Finding #1

User Controls — f(5)

Testing: 1. Review TICS, SICS, P&Ps and
Employee Manuals for employee, IT
Management and Human Resources
action when compromised credentials are
reported. 2. Review user access lists for
former employees




2018 AUP Common Finding #2

Class |l gaming systems’ logical and physical controls
c(4)

Class |l gaming systems’ logical and
physical controls. Controls must be
established and procedures
Implemented to ensure adequate:

Record keeping and audit processes;
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‘ 2018 AUP Common Finding #2

Class |l gaming systems’ logical and physical controls
c(4)

Testing: Review SICS and audit
results with findings from previous
internal and external audits and also
any records kept by the IT operation.
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IT Vulnerability Assessment Metrics

RESULTS BY CRITICALITY OPEN PORTS
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‘ Vulnerability Scoring Calculator

m

Remote Execution  DOS - Denial of Information Lower quality
of Code Service Disclosure encryption

D'ohl (o)

Error 404 ﬁ?zﬁr

¢R> Windows DOS
ght Microsoft Corp 1978-2881.
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Common ITVA Concerns

Older Network
Infrastructures

Windows

Missing Open Network
XP/7/01ld PC’s Software Ports

Patches



Questions?

Jeran Cox Michael Curry
IT Auditor IT Auditor
jeran_cox@nigc.gov michael_curry@nigc.gov
Sean Mason Tim Cotton

I'T Auditor I'T Audit Manager

sean_mason@nigc.gov timothy_cotton@nigc.gov



	Slide Number 1
	Slide Number 2
	Slide Number 3
	Slide Number 4
	Slide Number 5
	Slide Number 6
	Slide Number 7
	Slide Number 8
	Slide Number 9
	Slide Number 10
	Slide Number 11
	Slide Number 12
	Slide Number 13
	Slide Number 14
	Slide Number 15
	Slide Number 16
	Slide Number 17
	Slide Number 18
	Slide Number 19
	Slide Number 20
	Slide Number 21
	Slide Number 22

