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Training Objectives

A

* Review Policy Area 5.7: Configuration
Management

* Review Appendix C-1-D of the CJIS Security
Policy

* Review simple network diagrams
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Access Restrictions for Changes

The agency shall
configure only
essential capabilities
and shall specifically
prohibit and/or restrict
the use or other
functions.

Q Network Diagram
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-~ Network Diagram

All communications -
paths, beginning with
agency-owned

system(s) to the

agency end-point.
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-~ Network Diagram

The logical location of

E =
do not have to be g
shown, the number of R C—

clients is sufficient.

all components. hnicoal LE
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Individual workstations - J r)

~_ Degartment

Workstation (11)

-~ Network Diagram

“For Official Use Only”
(FOUO) markings and
the agency name and

( Sample Municipal Agency

~

Uouo ] 01/01/2011

date the drawing was
created or updated.
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-~ Configuration Documentation

Agencies shall

protect the system
documentation from  &*
unauthorized access.

TGRA Scenario #1

TGRA Scenario #2

3
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— NIGC Resources
-\—4

* Updated Website

https://www.nigc.gov/compliance/CJIS-
Training-Materials

» Upcoming Regional Training Conferences

Questions

Contact Information:
TrainingInfo@nigc.gov




