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Training Overview

*Division of Technology (DoT)
*DoT Primary Responsibilities

*|T Audit Responsibilities to Tribal Customers
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Division of Technology

[T Andc
IT Audit Monager

IT Spedalest
(K}

Lovestigacive Specialis
(1}

e Chief Information Officer
e Information Technology Audit Team

e Information Technology Team
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AL g
-\‘3?- g,

DoT Primary Responsibilities @

[ EGEL External

(IT Support & FOIA) — *(IT Audit)
v' Manage Agency Network v" Internal Control Audits

v" Fingerprint Application & Services v" Information Technology
Vulnerability Assessments
v Delivers Technical Support
Internally v" Technical Training

FOCuS

v' Freedom of Information Act (FOIA) v CJIS IT Security Audits
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Internal Controls Audit

25 C.F.R. § 543.20

Effective since 2013 for Class || Gaming

NOTES
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25 C.F.R. § 543.20

NMATTONAL INDEAN CGeAMING COM
MICE CLASS I - AU CHECKLL
INFORMATION TECHNOLOGE

§ 543.20 - Information Teehnalogy ami
Informarion Technolegy Daiy

{a} Supervision

1 Do cantrals idennsy the saperosaey am

EEEEC P

Is Mhe Py sy B amdependear of the
operatica of Class I pames? {Ingqery snd eeview:
wother = cepararaticasd chart)

Do contials cmiure that delecs e adeguatcly
ey sthcsizsacn B Toolkit ITAudit Revl2 4.pdf(nige gov)
gy e . prcate

The IT portion of an internal audit conducted by the NIGC...reference the
543.20 toolkit “Click the LINK for Toolkit” after reading the information
below.

https://www.nigc.gov/images/uploads/training/Toolkit ITAudit Revl2 4.p
df

NOTES
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With the uptick of Cyber attacks especially in Indian Country, we need to
ensure that the Operational IT side of the house has proper P&Ps in place.

Total Findings All Regions

918 539

Top 5 findings/standards for 2019: of the top 5 findings centers
around User Controls

» 543.20(f)(5) — User Controls - Access credentials of terminated
users must be deactivated within an established time period
approved by the TGRA. -

» 543.20(i)(2) — Incident Monitoring - All security incidents must be
responded to within an established time period approved by
the TGRA and formally documented. -

» 543.20(f)(3)(ii) — Access Credentials must be changed at an
established interval approved by the TGRA;-

» 543.20(f)(4) — User Controls - Lost or compromised access
credentials must be deactivated, secured or destroyed within an
established time period approved by the TGRA -

» 543.20(e)(1)(i) — Logical Security - Controls must be established
and procedures implemented to protect all systems and to ensure
that access to the following is restricted and secured:

o Systems' software and application programs -

03/17/21
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Information Technology Vulnerability Assessment

Hosts 154 Vulnerabilities 296 Remediations & Motes 1 History 1
Filter -
a Policies Host Vulnerabilities
& Plugin Rules
_ 19216800 T
. Customazed Raports
€ scanners 192.168.0.1 ==
192.168.02 =S
192.168.03 1) | T
192.168.0.4 9] 5 L
19216805 (1]

Sample scan during an ITVA

A vulnerability assessment is the process of defining, identifying,
classifying and prioritizing vulnerabilities in computer systems,
applications and network infrastructures and providing the organization
doing the assessment with the necessary knowledge, awareness and risk
background to understand the threats to its environment and react
appropriately.

NOTE:

03/17/21
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N
QDML g

Vulnerability Scoring Calculator 59"

T, _r;\.._

Critical

Remote Execution of DOS - Denial of Information Lower Quality
Code Service Disclosure Encryption

NIGC uses industry standard software to automate much of the process of
finding vulnerabilities.

Tenable Nessus and Metasploit are two of the most well known utilities.

The respective software bases the severity of the vulnerabilities off
published databases from:

e NIST (National Institute of Standards and Technology)

e CVSS (Common Vulnerability Scoring System)

e NVD (National Vulnerability Database)

See also:
https://nvd.nist.gov/vuln-metrics/cvss/v2-
calculator?vector=AV:N/AC:L/Au:N/C:P/I:P/A:P

NOTES

03/17/21
National Indian Gaming Commission Page 10 of 20
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Sample Vulnerability Plugin Description

>

Apache 2.2.x < 2.2:15 Multiple Vulnerabilities
EEEIETE  Hesens Plugin 10 3005

Plugin Details
inerability Priority Rating (VPR)

Synopsis

Description

Solution

Why this information is important?

03/17/21
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Common ITVA Concerns

Older Network Windows Missing Open Network
Infrastructures XP/7/0Id PC's Software Ports
Patches

1. Older Network Infrastructures — allow for into player
tracking data or cyber attacks

2. Windows XP/7/0ld PC’s — End of Life PCs with no

allowing for security concerns and
accessibility by unwanted online attackers

3. Missing Software Patches — Updated software patches assist with
keeping software up to date to not allow
identified by the software vendor

4. Open Network Ports — Unmanaged ports or just open ports with

allow for persons to possibly jump onto a

network and cause harm.

03/17/21
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NIGC Sample Vulnerability
Report

AL
ook .”Vo,_?
2z

e
- o
o =y
A

C comM™

MNetwork Vulnerability Risk Assessment
MNIGC Internal Network

High Med
General Scan 7 10 0 6
Credential Scan 6 9 6 0

Summary
The purpose of this scan is to have a monthly measurement of NIGC Internal Network health.
September we included a credentialed scan. Explain a credentialed scan. ..

Noted Vulnerabilities

IBM DB2 10.5 = Fix Pack 3a, 4. 5, 6 Multiple Vulnerabilities (Bar Mitzvah)

Description

According to its version. the installation of IBM DE2 10.5 runming on the remote host 1s prior to Fix Pack
6. It is, therefore. affected by multiple vulnerabilities such as: Denial of service. access to arbitrary files,
gain root privileges, corrupt kernel memory. monitoring encrypted streams,

Solution

Apply IBM DB2 version 10.5 Fix Pack & or later.

For gquestions or conrments please contact:

IT Audit (@ ifaudif@nige. gov

NOTES

National Indian Gaming Commission
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Technical Training

Common IT Training Requests

IT MICS Incident
Threats 543.20 Reporting

You can request trainings at www.nigc.gov. All training inquiries
can be sent to traininginfo@nigc.gov.

NOTES
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CJIS Information Technology Audits

CJIS Security Policy

1, 8, Depariment of Justicr
Federal Barcau of [nvestigalion Palicy s |mgide i
¥ 11 Poluzy Area |- Infoemation Exchange Agreements ...
Uil Jusvkce Information Services Divinion 3 Informaton Excharge
i ¥ t

Criminal Justice Information Services (CJIS)
Security Policy

Version 5.9

(a01/2020

CJISD-ITS-DOC-08140-5.9

Criminal Justice Information Services (CJIS) Security Policy — FBI

https://www.fbi.gov/file-repository/cjis_security policy v5-
9 20200601.pdf/view

NOTES
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NIGC CJIS IT Audit Checklist -

%"G com e

e
(=T}

CIES Policy Policy Area Requirernent Compliant Commaents/Notes
Palicy Area Infarmation Yes | Mo
1 Exchange
Agr 5 |
Does the information shared through communication mediums
protected with sppropriste security safegusrds? Are the
Infermation q — - - -
aprearmenti establithed by entities stharing information acroid
5.1 Exchange — ) : ;
- syrtems and communication: mediums vital to enwuering all
R partie: fully understanding and agresing to 2 sot of seourity
_st:-nd:rds? [Refer to MIGC MOU docsument) |
CIE Palicy Palicy firea Bequiremant Compliant Eomments/ Notes
Palicy drea
13 Mobile Devices
Thiz palicy area describes consideration: and requirements for
makila davices Including smart phonas and tablete, Mobile
devices are not limited to a single form factor or communications
madium. The requirernents in this section augment those in ather
areas of the Policy to address the gaps introduced by using mabile
devicas
Dioas the agency: [i) establish usage restrictions and
implementation puldance for mabile devices; and (i} autharize,
manitor, control wireless access to the information system?
Wireles: technologies, in the simplest sense, enable one or more
513 Mabile Dewvi
ebile Deviees | pvicos to communicate without physical connections = without
requiring network or peripheral cabling.

NOTES
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IT Audit Recap

v" Internal Control Audits (ICA)

v" Information Technology Vulnerability
Assessments (ITVA)

v" Technical Training and Assistance

v" CJIS IT Security Audits

NOTES
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Thank you for your participation and attending this session of the
Information Technology Boot Camp!

After you log out you will receive a Survey. We ask that you
complete the survey as the feedback helps us to get better at what
we do!

We hope that you will join us for the next session.

NIGC Training can be reached at traininginfo(@nige.gov
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