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• Chief Information Officer 

• Information Technology Audit Team 

• Information Technology Team 
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Effective since 2013 for Class II Gaming 
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The IT portion of an internal audit conducted by the NIGC…reference the 
543.20 toolkit “Click the LINK for Toolkit” after reading the information 
below.  
https://www.nigc.gov/images/uploads/training/Toolkit_ITAudit_Rev12_4.p
df 
 
NOTES 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 

https://www.nigc.gov/images/uploads/training/Toolkit_ITAudit_Rev12_4.pdf
https://www.nigc.gov/images/uploads/training/Toolkit_ITAudit_Rev12_4.pdf
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With the uptick of Cyber attacks especially in Indian Country, we need to 
ensure that the Operational IT side of the house has proper P&Ps in place. 

 
 
 

 
 
 
Top 5 findings/standards for 2019:  ______of the top 5 findings centers 
around User Controls 

 543.20(f)(5) – User Controls - Access credentials of terminated 
users must be deactivated within an established time period 
approved by the TGRA. - _______ 

 543.20(i)(2) – Incident Monitoring - All security incidents must be 
responded to within an established time period approved by 
the TGRA and formally documented. - ______ 

 543.20(f)(3)(ii) – Access Credentials must be changed at an 
established interval approved by the TGRA;- ______ 

 543.20(f)(4) – User Controls - Lost or compromised access 
credentials must be deactivated, secured or destroyed within an 
established time period approved by the TGRA.- ______ 

 543.20(e)(1)(i) – Logical Security -  Controls must be established 
and procedures implemented to protect all systems and to ensure 
that access to the following is restricted and secured: 

o Systems' software and application programs - _______ 

https://www.law.cornell.edu/definitions/index.php?width=840&height=800&iframe=true&def_id=fcb04f1e42b250e7018836bfbdba72ff&term_occur=999&term_src=Title:25:Chapter:III:Subchapter:D:Part:543:543.20
https://www.law.cornell.edu/definitions/index.php?width=840&height=800&iframe=true&def_id=fcb04f1e42b250e7018836bfbdba72ff&term_occur=999&term_src=Title:25:Chapter:III:Subchapter:D:Part:543:543.20
https://www.law.cornell.edu/definitions/index.php?width=840&height=800&iframe=true&def_id=fcb04f1e42b250e7018836bfbdba72ff&term_occur=999&term_src=Title:25:Chapter:III:Subchapter:D:Part:543:543.20
https://www.law.cornell.edu/definitions/index.php?width=840&height=800&iframe=true&def_id=fcb04f1e42b250e7018836bfbdba72ff&term_occur=999&term_src=Title:25:Chapter:III:Subchapter:D:Part:543:543.20


Information Technology Boot Camp: Information Technology Overview 
 

  03/17/21 
National Indian Gaming Commission    Page 9 of 20 

Information Technology Vulnerability Assessment 
 
 

 
 
 
Sample scan during an ITVA 
 
A vulnerability assessment is the process of defining, identifying, 
classifying and prioritizing vulnerabilities in computer systems, 
applications and network infrastructures and providing the organization 
doing the assessment with the necessary knowledge, awareness and risk 
background to understand the threats to its environment and react 
appropriately. 
 
 
NOTE:_________________________________________________________________
________________________________________________________________________
________________________________________________________________________
________________________________________________________________________
________________________________________________________________________
________________________________________________________________________
________________________________________________________________________
________________________________________________________________________
________________________________________________________________________
________________________________________________________________________
________________________________________________________________________
________________________________________________________________________ 



Information Technology Boot Camp: Information Technology Overview 
 

  03/17/21 
National Indian Gaming Commission    Page 10 of 20 

 
 
NIGC uses industry standard software to automate much of the process of 
finding vulnerabilities. 
 
Tenable Nessus and Metasploit are two of the most well known utilities. 
 
The respective software bases the severity of the vulnerabilities off 
published databases from: 

• NIST (National Institute of Standards and Technology) 
• CVSS (Common Vulnerability Scoring System) 
• NVD (National Vulnerability Database) 

 
See also: 
https://nvd.nist.gov/vuln-metrics/cvss/v2-
calculator?vector=AV:N/AC:L/Au:N/C:P/I:P/A:P  
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https://nvd.nist.gov/vuln-metrics/cvss/v2-calculator?vector=AV:N/AC:L/Au:N/C:P/I:P/A:P%20
https://nvd.nist.gov/vuln-metrics/cvss/v2-calculator?vector=AV:N/AC:L/Au:N/C:P/I:P/A:P%20
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Why this information is important? 
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1. Older Network Infrastructures – allow for ________________into player 
tracking data or cyber attacks 

2. Windows XP/7/Old PC’s – End of Life PCs with no 
________________________ allowing for security concerns and 
accessibility by unwanted online attackers 

3. Missing Software Patches – Updated software patches assist with 
keeping software up to date to not allow ____________________ 
identified by the software vendor 

4. Open Network Ports – Unmanaged ports or just open ports with 
_______________________allow for persons to possibly jump onto a 
network and cause harm. 
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NIGC Sample Vulnerability 
Report 
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Technical Training 
 

 
 
 
You can request trainings at www.nigc.gov.  All training inquiries 
can be sent to traininginfo@nigc.gov. 
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http://www.nigc.gov/
mailto:traininginfo@nigc.gov
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CJIS Information Technology Audits 
 

 
 
 
 
Criminal Justice Information Services (CJIS) Security Policy — FBI 
 
https://www.fbi.gov/file-repository/cjis_security_policy_v5-
9_20200601.pdf/view 
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https://www.fbi.gov/file-repository/cjis_security_policy_v5-9_20200601.pdf/view
https://www.fbi.gov/file-repository/cjis_security_policy_v5-9_20200601.pdf/view
https://www.fbi.gov/file-repository/cjis_security_policy_v5-9_20200601.pdf/view
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Thank you for your participation and attending this session of the 
Information Technology Boot Camp! 
 
After you log out you will receive a Survey. We ask that you 
complete the survey as the feedback helps us to get better at what 
we do! 
 
We hope that you will join us for the next session.  
 
NIGC Training can be reached at traininginfo@nigc.gov 

 
 


	Information Technology

