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Information Technology Boot Camp: CJIS IT Audit

PART 1

NIGC FingFerp”rgiht Process &

CJIS IT Security Audit Overview
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Information Technology Boot Camp: CJIS IT Audit

Part | - Training Objectives

*NIGC Fingerprint Processes Review

*Methods of Safeguarding CHRI and staying CJIS
Compliant

*|dentify Different CHRI locations
*High level NIGC CJIS IT Security Audit steps

NOTES

03/18/21
National Indian Gaming Commission Page 3 of 17




Information Technology Boot Camp: CJIS IT Audit

Part | - Training Objectives

*NIGC Fingerprint Processes Review
*Methods of Safeguarding CHRI and staying CJIS

Compliant
*|dentify Different CHRI locations
*High level NIGC CJIS IT Security Audit steps

These examples are not meant to be exhaustive and do not cover every

policy area in the CSP, just some of the ones related to commonly requested
documents of a NIGC CJIS IT Sec Audit.
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Information Technology Boot Camp: CJIS IT Audit

Fingerprint Process (Method 1) Hard
Copy

I N ('I: FIHPF?HFII"I
Scanner

<- data flow -

‘ FBI ':laraha 28

Link to a list of FBI CJIS compatible Fingerprint devices.
https://www.fbibiospecs.cjis.gov/certifications
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Information Technology Boot Camp: CJIS IT Audit

Fingerprint Process (Method 2) Q

Electronic Transmission —F

FBI Owned Switch

1] i
s

| VPN Tunnel
| -

Internet 1 - dim [ E:j

FBI Database

EBTS — Electronic Biometric Transmission Specification

e This is the most common method of usage.
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Information Technology Boot Camp: CJIS IT Audit

Network Diagrams
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Networks

Tribal Fingerprint
y System

While many fingerprint systems are configured to be as isolated as possible
from other networks, they are typically housed within and have some level
of connectivity to the TGRA office networks.

It is not uncommon for the fingerprint system to be somehow connected to
various operational networks.

These connections to the TGRA and Operations networks by themselves are
not necessarily out of compliance.

However, one must keep in mind who is handling the IT service contracts
for each of those networks, (Fingerprint, TGRA, Operations).
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Information Technology Boot Camp: CJIS IT Audit
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CJIS Security Policy and ITS Audits (9
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FBI CJIS Security Policy Rev.5.9, - 253 Pages, 13 Sections
CJIS ITS Audits with ~160+ checklist items

5.1 Information Exchange 5.7 Configuration Management

Agreements 5.8 Media Protection 2
5.2 Security Physical Protection Where to Start:

Training System and

5.3 Inciden munications Protection
5.4 Auditing and Information Integrity
5.5 Access Co 5.11 Formal Audits

5.6 ldentifica 5.12 Personnel Security
Authentication 5.13 Mobhile Devices

References:

FBI CJIS Security Policy Rev.5.9
https://www.fbi.gov/file-repository/cjis security policy v5-
9 20200601.pdf

5.1 Information Exchange Agreements
5.2 Security Awareness Training

5.3 Incident Response

5.4 Auditing and Accountability

5.5 Access Control

5.6 Identification and Authentication
5.7 Configuration Management

5.8 Media Protection

5.9 Physical Protection

5.10 System and Communications Protection and Information Integrity
5.11 Formal Audits

5.12 Personnel Security

5.13 Mobile Devices
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Information Technology Boot Camp: CJIS IT Audit

CJIS Security Policy and IT Security %
Audits o

Where is CHRI Stored? clIs S?CU”W
goals in fewer

Who has Access to CHRI? than 130
characters...

How is CHRI Protected During Storage?

How is CHRI Protected During Transit?

NOTE:
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Information Technology Boot Camp: CJIS IT Audit

Where is CHRI Stored?

Local Hard Drive
Software’s Email Inbox
Vendor’s Cloud Service

Hard Copies, Print Outs
Photocopies

Smartphone, (photos, SMS)
Media, (USB, CD)

Think CJIS 5.8,5.9,5.10

e 5.8 Media Protection, Sanitation, disposal
e 5.9 Physical protection

e 5.10 System and Communications Protection and Information
Integrity

NOTES

03/18/21
National Indian Gaming Commission Page 10 of 17




Information Technology Boot Camp: CJIS IT Audit

Licensing Techs <o W
Gaming Commission *@*J

IT Staff o
Fingerprint Vendors &
Physical Access to Storage
Access to Portable Devices
Think CJIS 5.5,5.6,5.8,5.9,5.12

Fi

e 5.5 Access Control

e 5.6 Identification and Authentication

e 5.8 Media Protection, Sanitation, disposal
e 5.9 Physical protection

e 5.12 Personnel security
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Information Technology Boot Camp: CJIS IT Audit
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How is CHRI Protected During Sturage?i@v‘j
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Locks on Doors
Locks on Cabinets Storage

Local File Encryption

Local Disk Encryption
Network or Cloud Storage
Types of Devices

Think CJIS 5.5,5.6,5.8,5.9,5.12

e 5.5 Access Control

e 5.6 Identification and Authentication

e 5.8 Media Protection, Sanitation, disposal
e 5.9 Physical protection

e 5.12 Personnel security
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Information Technology Boot Camp: CJIS IT Audit

Over a VPN
Over a Network

Via Paper

Via Email, fax

Via Phone

Via Teleconference
Think CJIS 5.9, 5.10, 5.13

5.9 Physical Protection
5.10 System and Communications Protection and Information Integrity
5.13 Mobile devices
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CJIS IT Security Audit- Initial Steps
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How the NIGC CIJIS IT Security Audit proceeds.
e Annoucement letter is sent out
e The NIGC IT Security Audit Correspondence Questionnaire is sent
along with a copy of the IT Security Audit checklist.
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Information Technology Boot Camp: CJIS IT Audit

Audit Documentation Request

Outsourcing Agreements / 90 day Audits (5.1)
Personnel Lists / LASO and Training Records (5.2)
Sampling of Security Incident Reports (5.3)

Event Logs / Event Log Audits (5.4)

User Access Lists, Password Rules, etc. (5.5, 5.6)

Along with the items in the previous slide, a listing of documents will be
requested. Review of these documents and the answers to the
guestionnaire will provide some answers to the items in the audit checklist.

Note: This list is not exhaustive and additional documents may need to be
requested/reviewed as the audit progresses.
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Information Technology Boot Camp: CJIS IT Audit
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Audit Documentation Request (cont) (9
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Network Diagrams (5.7, 5.10, 5.13)
Media Destruction / Sanitization logs (5.8, 5.9)

Evidence of Software/Firmware Upgrades/Versions
(5.10)

Personnel Security Policies, Termination Records (5.12)
All other P&Ps for CSP 5.1 through 5.13

Note: This list is not exhaustive and additional documents may need to be
requested/reviewed as the audit progresses.
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Information Technology Boot Camp: CJIS IT Audit

Thank you for your participation and attending this session of the
Information Technology Boot Camp!

After you log out you will receive a Survey. We ask that you
complete the survey as the feedback helps us to get better at what
we do!

See you next session for Part II.

NIGC Training can be reached at traininginfo(@nigc.gov
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