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Part II:  

 
 
Welcome back. This is the continuation of the Fingerprint process and CJIS 
Security Policy course.  In this section, we will dive deeper into the 
individual CJIS policy areas as well as, expand upon the NIGC CJIS IT Security 
Audit process. 
 
NOTES 
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These examples are not meant to be exhaustive and do not cover every 
policy area in the CSP, just some of the ones related to commonly requested 
documents of a NIGC CJIS IT Sec Audit 
 
 
NOTES 
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Why is this needed? 
 

Due to the requirements in CSP 5.1, sometimes called the “compact 
council” or OS document.  This document details the requirements 
regarding Non-Channelers. 
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Let’s return to the earlier network diagram slide in Part 1, but this time let’s 
declutter it and focus just on the most common or likely “non-channelers” 
 
Some of the more common scenarios.   

• Outsourced IT departments helping to maintain tribal fingerprint 
systems and related networks 

• The manufacturers and vendors of the fingerprint system scanners 
and software 
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There are 5 types of training.  Each one has slightly different responsibilities 
and knowledge that they require as outlined in the CSP. 
 
Free training materials are available on the NIGC website. 
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The CSP has requirements regarding security incidents.  Specific policies 
need to be in place that addresses incidents. 
 
Policies and documentation of response training to various types of 
incidents should be completed.  This is important so that staff knows how to 
respond and who to call in response to these incidents.   
 
This is a common finding for MICS and a common non-compliant area for 
CJIS policies. 
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The CSP has requirements regarding Event record keeping and Event logging 
as well as weekly audits of these event logs. 
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5.7.1.2 Network Diagram  
The agency shall ensure that a complete topological drawing depicting the 
interconnectivity of the agency network, to criminal justice information, 
systems and services is maintained in a current status. See Appendix C for 
sample network diagrams.  
 
The network topological drawing shall include the following:  

1. All communications paths, circuits, and other components used for 
the interconnection, beginning with the agency-owned system(s) and 
traversing through all interconnected systems to the agency end-
point.  

2. The logical location of all components (e.g., firewalls, routers, 
switches, hubs, servers, encryption devices, and computer 
workstations). Individual workstations (clients) do not have to be 
shown; the number of clients is sufficient.  

3. “For Official Use Only” (FOUO) markings.  
4. The agency name and date (day, month, and year) drawing was 

created or updated.  
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Thank you for your participation and attending the Information 
Technology Boot Camp! 
 
After you log out you will receive a Survey. We ask that you 
complete the survey as the feedback helps us to get better at 
what we do! 
 
NIGC Training can be reached at traininginfo@nigc.gov 
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